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This Acceptable Use Policy ("AUP") governs your access to and use of the services, software, APIs, cloud-

hosted solutions, and AI-driven platforms (collectively, the "Services") provided by Luna Base Inc. 

("Luna," "we," "us," or "our"). 

By using the Services, you ("you," "your," or "User") agree to comply with this AUP, which is incorporated 

by reference into our Terms of Service. 

Luna reserves the right to enforce this AUP at its sole discretion to protect the integrity, reliability, 

security, and lawful use of its Services. 

 

1. General Prohibitions 

You agree that you will not, directly or indirectly: 

1.1 Illegal Activities 

• Use the Services to violate any applicable local, state, national, or international law, regulation, 

court order, or third-party rights; 

• Use the Services to promote, distribute, or transmit content that is unlawful, harmful, 

threatening, abusive, harassing, tortious, defamatory, libelous, vulgar, obscene, hateful, 

discriminatory, or otherwise objectionable. 

1.2 Security Violations 

• Attempt to interfere with, compromise, or bypass any security, authentication, or monitoring 

mechanisms associated with the Services; 

• Probe, scan, test, reverse-engineer, decompile, extract, disassemble, or otherwise attempt to 

discover source code, system architecture, or protected methodologies without express written 

permission from Luna. 

1.3 Unauthorized or Competitive Use 

• Use the Services for benchmarking, competitive research, reverse engineering, or building 

competing platforms without Luna’s express prior written consent; 

• Publish or disclose performance metrics, system benchmarks, or comparisons to third parties 

without authorization. 

1.4 Disruption of Operations 

• Overload, flood, spam, mailbomb, or crash any Luna systems or network resources; 



• Attempt to disrupt, degrade, or impair the availability, performance, or operation of any Luna 

Services. 

 

2. Prohibited SaaS and Hosting Use Cases 

You agree not to use Luna’s SaaS platform, cloud-hosted infrastructure, or related Services to: 

• Host or transmit malware, viruses, ransomware, spyware, or other malicious software; 

• Store or disseminate content that infringes intellectual property rights, violates privacy rights, or 

breaches contractual obligations; 

• Launch unsolicited marketing campaigns (e.g., spam emails, telemarketing) through Luna’s 

hosted Services; 

• Host, distribute, or facilitate illegal activities, including illegal gambling, trafficking, hacking tools, 

or child exploitation materials; 

• Engage in abusive behaviors that consume excessive system resources or degrade the Services 

for others, including bandwidth abuse, storage abuse, or CPU exhaustion; 

• Use shared hosting or multi-tenant environments in a manner that causes security vulnerabilities 

for other customers. 

Luna reserves the right to monitor resource usage and to throttle, limit, or suspend usage where 

consumption is deemed abusive or harmful to service quality. 

 

3. Responsible Use of AI Services 

When using Luna’s AI-powered tools, systems, or models, you agree not to: 

• Use AI outputs for generating deepfakes, misinformation, or disinformation; 

• Generate content intended to deceive, manipulate, incite violence, promote fraud, or otherwise 

cause harm; 

• Represent AI-generated content as independently human-created or verified without conducting 

human oversight and validation; 

• Use AI-generated content to violate export laws, promote weapons development, or enable 

human rights abuses; 

• Circumvent or disable content filters, moderation systems, usage rate limits, or safety controls 

built into the AI Services. 

You remain solely responsible for reviewing, validating, and approving all AI-generated outputs before 

use in production, publication, or any other public-facing deployment. 

 



4. Token, LOC, and API Access Abuse 

You may not: 

• Artificially inflate API usage, Token consumption, or LOC generation through scripts, bots, 

emulators, or mechanical exploitation; 

• Resell, sublicense, or share access credentials, Tokens, LOC balances, or API keys without prior 

written consent; 

• Attempt to bypass Luna's consumption monitoring, billing mechanisms, rate limits, or 

authentication systems. 

Luna reserves the right to audit Accounts, suspend API access, and revoke Tokens or LOC balances if 

misuse or fraud is detected. 

 

5. Intellectual Property Protections 

You shall not: 

• Infringe, misappropriate, or violate any intellectual property or proprietary rights of Luna or third 

parties while using the Services; 

• Remove, obscure, or alter any notices of copyright, patent, trademark, proprietary rights, or 

attribution embedded within Luna’s Services, outputs, or documentation. 

 

6. Enforcement and Remedies 

Luna may, in its sole discretion and without notice, take one or more of the following actions in response 

to a suspected violation of this AUP: 

• Issue a written warning and request immediate corrective action; 

• Suspend or restrict your access to specific Service features; 

• Deactivate or terminate your entire Account; 

• Delete prohibited content hosted or stored through the Services; 

• Report violations to regulatory authorities or law enforcement agencies; 

• Pursue legal action, including seeking monetary damages, injunctive relief, or recovery of 

attorneys' fees and costs. 

Luna is not obligated to provide advance notice prior to suspension or termination actions when user 

conduct threatens security, service integrity, or legal compliance. 

 

 



7. Reporting Violations 

If you become aware of any violation of this AUP, including unauthorized or harmful use of the Services, 

you must promptly report the violation to Luna at legal@lunabase.ai. 

Luna will investigate all reported incidents and take appropriate action. 

 

8. Changes to this Acceptable Use Policy 

Luna may revise or update this AUP from time to time to reflect changes to the Services, evolving risks, 

applicable laws, or operational best practices. 

We will notify users of material changes through our website or other communication methods. 

Your continued use of the Services after a revised AUP becomes effective constitutes your acceptance of 

the updated terms. 

 


